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CONTRACT REVIEW FORM

Contract between the City of Bismarck and Burleigh County

Purpose of Contract: Information Technology Services Agreement

Contract Amount:$154,339 plus additional for on-call services

Contract Period: January 2024 through December 2024

Department: Finance Budget Number (if applicable):

Revenue / Funding Source: Project Number:

(:onlnlents:Annua1 service charge of $148,642; annual continuous costs of $154,339. Additional

charges for after-hour service call of $196 for a minimum 2 hour charge, and $98
hourly charge after minimum is reached.

Please check all that apply:

Regular Contract Review [0 Change/Task Order
Procurement Attached:

[ Grant Funded [ Subrecipient/Vendor Determination

IT / GIS-Related [ Three Quotes

[0 Mayor’s Signature Only OO0 REP/RFQ/Bids
O Cooperative Agreement/

Commission Approval and Mayor’s Signature
State Contract

O Attestation of Mayor’s Signature

APPROVALS: DocuSigned by:
Department Director] Dmitriy Clernyak Date:11/8/2023
B45B0OBB9DFDB4B1...

Grants Coordinator (if needed) Date:
Comments:

IT/GIS (if needed) "\’ Date:11/13/2023
Comments:

City Attorney @ Date;11/9/2023
Comments: 0K

Finance DilrectorEDcs Date:11/13/2023
Comments: gk

Administrator @ Date: 11/13/2023

Comments: 0K
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CITY OF BISMARCK, NORTH DAKOTA
And
BURLEIGH COUNTY, NORTH DAKOTA
INFORMATION TECHNOLOGY SERVICES AGREEMENT

ARTICLE 1
RECITALS AND INTENT

1.1 This Agreement (“Agreement”) is made by and between the City of Bismarck (“City”) and Burleigh County
(“County”), acting by and through their duly authorized representatives, and is effective on the date stated herein.

1.2 The County has requested information technology support (“IT”) for the County and desires to engage City to
provide certain IT services in connection with the work assigned (“Services”).

ARTICLE 2
CONTRACTUAL RELATIONSHIP

2.1 The County agrees to employ the City, and the City agrees to perform, as an independent contractor, certain
professional services on an as-needed basis pursuant to County issued task or work orders in accordance with the
project described therein, except for the County’s highway department, social services department, and weed officer.

2.2 This Agreement shall serve as the general agreement for IT services under the terms and amounts listed on attached
Exhibit A.

2.3 The Services to be provided under this Agreement are intended to include services within the scope of City’s IT
department education, training and experience. At times, solutions may require the services beyond the scope of what
the City provides. If there is an additional charge for this type of assistance, written notice will be provided to the
County with the approval of the County Auditor before those services are engaged for vendors outside the City.

2.4 City shall comply with all applicable laws, rules and regulations governing all Services and any projects authorized
by this Agreement.

ARTICLE 3
THE COUNTY’S RESPONSIBILITIES

3.1 The County shall provide to City all its criteria and requirements for any Project and all available information
pertinent to the Project including previous reports. City may reasonably rely upon such information. County’s use of
the hardware, software and network services under this agreement will follow all software agreements and user
policies that City determines are necessary and communicated to County in order to comply with all agreements with
third parties and for security measures for IT services. Any additional costs for software that requires a separate
agreement with the County will be County’s responsibility. In order to prioritize and assign tasks as appropriate, all
requests for IT services by County must be provided through SysAid. Large projects and upgrades should be provided
to City in advance of each calendar year. If the upgrade or new software requires a large amount of staff time (i.e. 20
hours or more) or resources, County will be informed of that additional cost and time needed to complete those services.

The County is responsible for financing any hardware and software updates or upgrades that are required to maintain
cybersecurity, network security, maintain warranty, and comply with IT policies and requirements. The City requires
all hardware and software to be under warranty or under a software maintenance agreement. As a result, the City will
not be able to troubleshoot any software or hardware that is out of warranty or does not comply with City policies and
requirements.

All computer IT equipment must be approved by the City IT before purchase. This includes all software and hardware,
including monitors, phones, tablets, laptops, or other hardware and software applications. If County purchases an
unapproved device, the City may not be able to troubleshoot or maintain that software or hardware.
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3.2 The County shall arrange for access to and make all provisions for City to enter upon public and private property
as required for City to perform Services under this Agreement.

3.3 The County will examine City’s studies, reports, sketches, drawings, specifications, proposals and other
information submitted by City, consult with others as County deems appropriate, and render timely written approvals
and decisions to the City. No new projects, major upgrades or hardware/software purchases will be supported by City
unless those are approved by City Information Technology Department prior to purchase. If a purchase is done outside
of this process, it or any hardware on which it runs will not be allowed to connect to the City’s infrastructure nor hold
the City responsible for supporting this with City staff, including network services. Purchases by County should be
planned in advance and communicated to City to ensure proper resources are available. Exhibit A reflects the current
server and use capacity. If more services or server space is needed for County, they will be required to pay for that
additional need. If County’s unauthorized purchase causes damage to the network or otherwise requires City to remedy
any damage from a virus or unauthorized purchase, the County will pay the costs to return the system back to the same
functionality prior to the unauthorized purchase. County is aware that the services under this Contract are for
maintenance and support for existing IT needs. Any upgrades or new systems would need to be approved in advance
by City with timeframes and personnel needs planned through the City’s process and information technology
governance council (ITGC), whose description and process is attached in Exhibit B. City usually makes those plans
in advance of the beginning of each calendar year for the entire year.

3.4 The County shall give prompt written notice to City whenever County becomes aware of any development that
affects the scope or timing of City’s Services or of any defect or nonconformance in the Services of the City or work
of the Contractor. In addition, the County shall notify the City of any employee separations/terminations immediately
in order to avoid cybersecurity risk.

ARTICLE 4
PROFESSIONAL’S COMPENSATION

4.1 Invoices for Services performed under a task order may be submitted to County by City quarterly. Invoices will
be due and payable within thirty (30) days after receipt.

4.2 No statement, term or provision in any invoice, bill or statement submitted to County by City will be construed to
waive, amend or modify any term or provision of this Agreement.

ARTICLE 5
INDEMNIFICATION AND INSURANCE

5.1 The parties will indemnify, defend and hold harmless the other party, its directors, officers, agents and employees
against claims, demands or causes of action; and all costs, losses, liabilities, expenses and judgments incurred in
connection therewith, including attorneys' fees and court costs, brought by any other third party, based upon, in
connection with, resulting from, arising out of, or occasioned by the acts, omissions or conduct of the party, its officers,
agents, or employees in the execution or performance of this Agreement.

5.2 The parties shall each obtain and maintain, throughout the term of the Agreement, General Liability insurance
with a limit of not less than $1,000,000 general aggregate.

ARTICLE 6
DURATION, EXTENSION AND TERMINATION

6.1 This agreement shall be for a term of one (1) year and shall be eligible to renew for additional terms of one (1)
year annually upon the written agreement of both parties. Time is of the essence in the performance of this Agreement.

6.2 This agreement may be terminated by either party for cause if either party fails substantially to perform through
no fault of the other and does not commence correction of such non-performance within fifteen (15) business days of
written notice and diligently complete the correction thereafter. Upon delivery of such notice, the City shall, unless
the notice states otherwise, immediately discontinue all Services, proceed to cancel promptly all existing orders and
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contracts insofar as such orders or contracts are chargeable to the Services, and deliver to the County all instruments
of service produced under this Agreement. Upon termination, the County will owe the City for all compensation
earned under this Agreement to date of termination, without termination expenses.

ARTICLE 7
MISCELLANEOUS

7.1 This Agreement shall be effective upon its execution by the City and the County, and shall remain in full force
until all obligations under this Agreement have been fulfilled, unless sooner terminated as provided herein.

7.2 This Agreement shall be construed and enforced for all purposes pursuant to the laws of the State of North Dakota.
Venue shall be exclusively in the state courts of proper jurisdiction of Burleigh County, North Dakota.

7.3 This Agreement is non-assignable. Neither the City nor the County shall assign, sublet or transfer its interest in
this Agreement without the prior written consent of the other.

7.4 This Agreement represents the entire agreement between the City and the County with respect to the subject matter
hereof and supersedes and merges all prior negotiations, representations, discussions or agreements, either written or
oral, with respect to the subject matter hereof.

7.5 This Agreement may be amended only by written instrument signed by duly authorized representatives of both
the City and the County. The County’s payment of invoices or statements shall not be deemed as the County’s
acceptance of any term or provision that amends or modifies this Agreement or the task order under which payment
is made.

7.7 No consent or waiver, express or implied, by either party to this Agreement, to or of any breach of default by the
other in the performance of any obligations under this Agreement shall be deemed or construed to be a consent or
waiver to or of any other or future breach or default by such party. Failure on the part of any party to this Agreement
to complain of any act or failure to act of the other party or to declare the other party in default hereunder, irrespective
of how long such failure continues, shall not constitute a waiver of the rights of such party hereunder.

7.8 If a provision of this Agreement, or the application thereof to any person or circumstances, is rendered or declared
illegal for any reason or shall be invalid or unenforceable, the remainder of this Agreement and the application of such
provision to other persons or circumstances shall not be affected thereby, but shall be enforced to the greatest extent
permitted by applicable law. The parties agree to negotiate in good faith for a proper amendment to this Agreement in
the event any provision hereof is declared illegal, invalid or unenforceable.

7.9 All notices required or permitted hereunder shall be in writing and shall be deemed delivered three (3) days after
deposit with the United States Postal Service, certified mail, return receipt requested, addressed to the respective other
party at the addresses shown below:

If to City: Dmitriy Chernyak, Finance Director
dchernyak@bismarcknd.gov
PO Box 5503
Bismarck, ND 58502-5503

If to County: Mark Splonskowski, Auditor
msplonskowski@nd.gov
PO Box 5518
Bismarck, ND 58506-5518

7.10 The headings and captions used in this Agreement are for convenience only and shall not affect in any way the
meaning or interpretations of the provisions set forth herein.

7.11 This Agreement may be executed in any number of counterparts, each of which shall be deemed an original and
constitute one and the same instrument.
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IN WITNESS WHEREOF, this Agreement is hereby executed as of the last date set forth below.

COUNTY OF BURLEIGH, NORTH DAKOTA

DocuSigned by:

By: | Stow Pakkun. Date: __12/4/2023
County-Ghairpessess..
ATTEST: APPROVED AS TOFORM:
DocusSigned by: .Doc‘usigned by:
Mark Splomshawsdi (— e
Coritpaeattiter- State”S-ARGIAROFOT..

CITY OF BISMARCK, NORTH DAKOTA

DocusSigned by:
By: Dﬂ/&/ Date:  11/14/2023

Mlchéel-—swmmwhesident City Commission

ATTEST: APPROVED AS TOFORM:

o /44 f -

Clty Administrator tmmeymm
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City of Bismarck
Billing for IT Service to Burleigh County - Exhibit A
For Calendar Year 2024

|Note: ALL requests for services MUST be submitted through SysAid and/or ITGC |

Annual Service Charges 2023 2024

IT Services - Minimum Charge (Cost per Device) S 118,191 S 135,802
Cybersecurity Initiative (ClearPass, Aruba Central, etc.) 9,500 10,165
Equipment Use Allocation 2,500 2,675
Total Annual Service Charges 130,191 148,642
Continuous Annual Costs

Microsoft Licensing Costs (Microsoft SQL, Windows, Server, and RDS Licensing) S - S -
AS400 CPU Time (Continue) 475 -
WAN Access Charge / Fiber Costs (Annual) 5,325 5,698
Network Infrastructure Costs (Annual) 1,279 1,368
Total Continuous Annual Costs 5,800 5,698
Total Costs to County (excluding on-call and variable license costs) S 135,991 S 154,339
Services Outside of Regular Work Schedule (8am - 5pm) / On-Call

Minimum 2-hour charge for on-call (after hours) S 170 S 196
Hourly overtime charge (after minimum 2-hour charge) S 85 S 98

Note: The City of Bismarck is no longer providing Microsoft Office licensing for Burleigh County based on Burleigh County decision.



DocuSign Envelope ID: 38AEBOF4-711A-43E2-B55C-40D77AF3B395

™ A ‘
Bismarck

INFORMATION TECHNOLOGY
GOVERNANCE COMMITTEE (ITGC)
2021 - 2022 Guidance

Purpose

To support City Departments in accessing new technology and computer related products and
services, with priority based on value to operations and the community, funding and staff time
constraints. This guidance builds on the foundation of the 2004 ITGC Charter approved by the
City Commission, and adapts to current processes and needs of the City.

Background

Each Department within the City has their own expertise and unique roles and responsibilities to
provide internal and external customer service. When new technology and computer related
products and services are being considered, there is additional technical planning required to
ensure the initial procurement and the continued upkeep of those systems can be supported
and are the best use of available resources for the entire City operations.

The ITGC serves as the board guided by the ITGC charter approved by the City Commission in
2002 to review Department IT / GIS requests, provide IT / GIS resources to further develop
preliminary proposals into active projects, gain understanding of the Department request’s value
to City operations and the community, and then make recommendations to the Budget
Committee.

The IT / GIS Division within the Finance Department has technical expertise to assist ITGC in
the review of new products and services and implementation of active projects. The IT/ GIS
Division has core responsibility for maintaining current software and hardware, City-wide
updates, and support of emergency operations. These core responsibilities have priority over
new projects. The IT / GIS Division will dedicate time to support and manage the new ITGC
approved active projects. The IT / GIS Division is not able to undertake a Department’s new
projects requiring more than 32 hours of time without review and prioritization through ITGC.

Process

New project requests are submitted by each Department director or designee at least two
weeks prior to the ITGC meeting. The Department will complete the ITGC Request Form to the
best of their ability to make an initial request, including estimated cost, project plan and timeline,
staff time necessary, benefits to operations and community. Once the form is completed, it is
submitted to the IT Manager and ITGC Chair via L:\@ITGC. Requested budget amounts must
consider contingencies and potential changes in scope for each project.

There will be times when a Department has a need but does not have information or requires
technical support from the IT / GIS Division to assist with the request. Departments are
encouraged to still start the process with ITGC. Initial projects that are submitted and approved


file://fints2.ci.bismarck.nd.us/community/@ITGC
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° - by the ITGC without all the details will be placed in a
Preliminary Project List and IT / GIS resources will be
lsmar C assigned to help the department to further investigate

solutions and estimates.

Once all information is available to allow ITGC to decide to proceed, the project will be reviewed
and, if accepted, will be place in the Active Project List. Following any budget authority
approval, if required, the project will be prioritized on the list and IT / GIS resources will be
assigned to move the project to final completion. The list will be managed to allow completion
of highest priority projects while maintaining core responsibilities. Certain approved projects
may be placed in an “on hold” status until adequate staff resources become available. Hiring
outside resources may also be considered.

ITGC meetings will occur quarterly, and special meetings can be called by the Chair. During the
meeting, the Departments will present their projects within an allotted time.

Preliminary List

This list is created for those projects given an initial approval to proceed that are in the planning
stages or require additional information before an in-depth review and vote by the ITGC.
Projects on this list will be assigned an IT / GIS resource to assist the Department in review of
demonstrations and gathering initial and recurring costs relating to the project, including server
and storage costs. A subsequent ITGC meeting will be scheduled with updated information for
the ITGC to make a final decision on the project.

Active Projects List

This list is created for those projects with ITGC recommendation to proceed. This list will
include notation of priority for completion and time frame, or, if project is on hold, awaiting staff
resources or budget approval. These projects are organized by priority by the ITGC. The order
of projects may be reviewed by the ITGC periodically to address emergencies and unexpected
circumstances. This list will contain project milestones and deadlines for completion and the IT /
GIS Manager or designee will provide a quarterly status update on each project. Alternatives
may be discussed regarding certain time-sensitive projects, such as hiring outside IT / GIS
contractors if approved via budget appropriation by the Budget Committee and/or City
Commission.

Voting
The decision-making process is based on the guidance provided in the 2004 ITGC Charter.
However, ITGC may consider additional factors as part of the decision-making, as follows:

City-wide necessity based on timing, expirations, cybersecurity, etc.
Individual department necessity and value to the City

Budgetary availability

IT / GIS staff availability

Efficiency across the City

Reaction to emergencies, uncontrollable circumstances, or outside influences
Staff availability from other departments, if necessary

The ITGC will decide from the information provided and presented by the requesting
department. After the necessary information regarding the project is presented for ITGC to
make a reasonable decision, ITGC will vote on the approval or denial of the project by a simple
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° - majority vote contingent upon approval of a budget
appropriation. Approved IT / GIS projects will be placed
lsmar C on the respective prioritized project list as noted above.

Priorities of multiple projects across City Departments will
be reviewed and determined by the ITGC by a simple majority vote.

Project Progress and Updates

The IT Manager or designee will provide quarterly updates to active projects. Departments will
receive an update from the Committee Chair or designee regarding the decision made by the
ITGC within 48 hours after the ITGC meeting.

On a quarterly basis, the ITGC will e-mail the Preliminary List and the Active Projects List to the
City's Department Directors and stakeholders to provide an update on the ITGC projects.

2021 - 2022 ITCG Members

Chair — Dmitriy Chernyak, Finance Director

Member — Jason Tomanek, Assistant City Administrator
Member — Michelle Klose, Public Works Utilities Director
Member — Jannelle Combs, City Attorney

Member — Mike Dannenfelzer, CenCom Director
Member — Gabe Schell, City Engineer

Member — Tandra Kraft, IT / GIS Manager
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from us.

All notices and disclosures will be sent to you electronically



Unless you tell us otherwise in accordance with the procedures described herein, we will provide
electronically to you through the DocuSign system all required notices, disclosures,
authorizations, acknowledgements, and other documents that are required to be provided or made
available to you during the course of our relationship with you. To reduce the chance of you
inadvertently not receiving any notice or disclosure, we prefer to provide all of the required
notices and disclosures to you by the same method and to the same address that you have given
us. Thus, you can receive all the disclosures and notices electronically or in paper format through
the paper mail delivery system. If you do not agree with this process, please let us know as
described below. Please also see the paragraph immediately above that describes the
consequences of your electing not to receive delivery of the notices and disclosures
electronically from us.

How to contact City of Bismarck:

You may contact us to let us know of your changes as to how we may contact you electronically,
to request paper copies of certain information from us, and to withdraw your prior consent to
receive notices and disclosures electronically as follows:

To contact us by email send messages to: dchernyak@bismarcknd.gov

To advise City of Bismarck of your new email address

To let us know of a change in your email address where we should send notices and disclosures
electronically to you, you must send an email message to us at dchernyak@bismarcknd.gov and
in the body of such request you must state: your previous email address, your new email
address. We do not require any other information from you to change your email address.

If you created a DocuSign account, you may update it with your new email address through your
account preferences.

To request paper copies from City of Bismarck

To request delivery from us of paper copies of the notices and disclosures previously provided
by us to you electronically, you must send us an email to dchernyak@bismarcknd.gov and in the
body of such request you must state your email address, full name, mailing address, and
telephone number. We will bill you for any fees at that time, if any.

To withdraw your consent with City of Bismarck

To inform us that you no longer wish to receive future notices and disclosures in electronic
format you may:



i. decline to sign a document from within your signing session, and on the subsequent page,
select the check-box indicating you wish to withdraw your consent, or you may;

ii. send us an email to dchernyak@bismarcknd.gov and in the body of such request you must
state your email, full name, mailing address, and telephone number. We do not need any other
information from you to withdraw consent.. The consequences of your withdrawing consent for
online documents will be that transactions may take a longer time to process..

Required hardware and software
The minimum system requirements for using the DocuSign system may change over time. The

current system requirements are found here: https://support.docusign.com/quides/signer-guide-
signing-system-requirements.

Acknowledging your access and consent to receive and sign documents electronically

To confirm to us that you can access this information electronically, which will be similar to
other electronic notices and disclosures that we will provide to you, please confirm that you have
read this ERSD, and (i) that you are able to print on paper or electronically save this ERSD for
your future reference and access; or (ii) that you are able to email this ERSD to an email address
where you will be able to print on paper or save it for your future reference and access. Further,
if you consent to receiving notices and disclosures exclusively in electronic format as described
herein, then select the check-box next to ‘I agree to use electronic records and signatures’ before
clicking ‘CONTINUE’ within the DocuSign system.

By selecting the check-box next to ‘I agree to use electronic records and signatures’, you confirm
that:

e You can access and read this Electronic Record and Signature Disclosure; and

e You can print on paper this Electronic Record and Signature Disclosure, or save or send
this Electronic Record and Disclosure to a location where you can print it, for future
reference and access; and

« Until or unless you notify City of Bismarck as described above, you consent to receive
exclusively through electronic means all notices, disclosures, authorizations,
acknowledgements, and other documents that are required to be provided or made
available to you by City of Bismarck during the course of your relationship with City of
Bismarck.


https://support.docusign.com/guides/signer-guide-signing-system-requirements
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